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Computer-aided design of  
security and privacy preserving systems 
The digital ecosystem is rapidly evolving towards a network of computing devices 
and open-ended services, in which independently developed nodes share 
information, access each other’s functionalities via powerful APIs, rely on personal 
data to offer a personalized web experience, and all together provide an integrated 
and multimodal workflow. This concept, known as the Internet of Things and 
Services (ITS), has rapidly become part of our daily life.  
The swift integration of web services and interconnection among devices, however, 
has initially pushed into the background a number of severe security and privacy 
issues, which traditional security mechanisms and cryptographic solutions rapidly 
proved to be inadequate to deal with.  
In this talk, I will present a framework for the declarative design and automated 
synthesis of security and privacy preserving distributed systems. The core 
component of our framework is a logic-based, declarative API for data processing. 
This API is integrated in mainstream programming languages and allows system 
developers, even those lacking a background in cryptography, to conveniently 
specify privacy properties as well as a variety of seemingly conflicting security 
requirements, such as authorization policies, linkability, and accountability.  
The cryptographic realization is hidden to the programmer and relies on a powerful 
combination of digital signatures, non-interactive zero-knowledge proofs of 
knowledge, pseudonyms, and reputation lists. We formally proved that the 
cryptographic realization enforces the security properties expressed in the 
declarative specification. 
A central feature of our framework is that the resulting systems can be easily 
extended to offer new services (open-endedness) and independently developed 
systems can interoperate and share data with each other (interoperability), which is 
a crucial aspect in the ITS.  
We successfully employed our framework to design an anonymous lecture 
evaluation system, a security API for social networks, anonymous webs of trust, 
and a privacy-preserving e-health system.   
This work is part of a larger research agenda on formal methods and privacy-
enhancing technologies for the ITS, which I will briefly overview in the final part of 
the talk. 
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